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REMARKS 



1 he Kaminet has {ejected Claims 1 P-2L and 41-^0 under ^ r S C 
\()2{b) as being anticipated b\ Balenson et al ( IX namic < 'uptographie ( ontext 
Management (DCCM) Report Aidntectme and S\stem De-agsf ) \ppheaut 
respectfully disagiecs w uh such [ejection 

W ith Kspeet to the independent claims the i xamnur has idled on pages >4 4? 
v£, and *> u fiom the Balenson reference to make a prior ait -hovung of applicant s 
claimed technique ' wheiem said detetnnnmg uses a function ha\mg the following 
properties { i \ knowledge of said updated fhst ke\ does not gi\e knowledge ot said first 
kes or t-aid second kev and { > t know ledge of said In.-t ke\ and bard updated fiist ke\ 
does not gae ans knowledge of »aid second kcV tsee the same oi similar, but not 
uecest-anb identical language in each of the independent claims ) Mote specifieaUv, the 
LXaminer ha& asserted that the abo\ c refeteuee excetpts 1 pro\ id| ej a showing of the 
piopettie* t H backuaid scctecs tot ward seueev and colhisjon-ieatstantc ' 

\pphcam teepee tiulK points out that the Ralenson iefeicn.ee cxteipts iched upon 
In the rviminu meieh teach that "|i|j a pmate ke\ is compromised all digital 
certificates containing the matching pubhe ke\ must be revoked ' and that * [t]lns is 
tepoued back to die ceftsfieatc sen et w hete iie on-line certificate repository is updated ' 
i Page fitst paragraph emphasis added") j he eveeipts fuithei teach that " jVjeciet 
kc\ s ha\ e to be tiansmmed in a confidential manner such that the\ cannot be modified 
or leplacedbx another ke\ man unauthoi i/ed and undetected manner' and that ''fk]e\s 
have to he pnnected in a usu-nsendls and faiKaie manner" (Page i4 fouuh and fifth 
paiagsaphs emphasis added} 

Additionally the excerpts front Balenson teach eauvptfmg ] the data ' 1 detection 
mechanisms [that] sene to i educe the piobabdm of compioms-e and fa] tsu?t model 
(Page 47 second and thud paragraphs emphasis added) I Litthei, the e\ectpts disclose 
that 'the emollmeni pioces"- esnbhshes lot each membei an mdn ulna' IK C\f 4et 
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know?; oniv to the membu ami his uuolhng 1XX M manage! * and that 'thtsc DC< "\l 
base kc\ ■> allow fot ccttatn efficiencies in establishing mdmdual gioup ha^e kc\s % (Page 
^4. second paiairiapii emphasis added), in addition to establishing foi each group 
tnembei an imliudual group base key known onl\ to the membei and the group numagei" 
and tepeatjjng] a pan-wise authenticated ke\ exchange protocol sepaiateh lot eadi 
group membei " (Pago ^ 4, tht id patactapb emphasi-- added} 

F uithei still the atoiemeiuioned exeapLs teach that "m oidet 10 pn\ent collision 
in in o O! mose e\ icted memoes s, a huge amount oi mfoimation must be piedisuibutcd ' 
( Paue 99 ninth patagtaph -emphasis added) In partsculai such excerpt Hum Baienson 
discloses that " \ \\ ]heti a member is c\ icted the lemammg gioup membei s can use thu-. 
piedisUibuted inhumation to compute a new kev without am tt lifted eonuollci 
sepauneb trans mutiny the new ke\ ' (Page '>■>, ninth patagraph - emphasis added) 

How-ex eu applicant respccttullx aw>eits that aenetailx disclosing tesokina digital 
ceititicates v\uh a public kev si a matching pn\ate ke\ is cotnptomised protecting ke\s 
and tiansnmung ke>s m a confidential niannt-t enmpnng data utils/ang detection 
mechanisms and a trust model establishing j base kev known onh to a member and an 
emoHuii: managei in addition to disclosing that 1 a huge amount of mfoimation must be 
piedistnhuted, * Mich that 'iemammg gtoup membei ^ can use this padisti f bitted 
inlottnatioii to compute a new kev ' as m Kilcuson does not teach that " said detctnmnng 
uses a function having the following ptopeines 1 1 ) knowledge of said updated ftist ke\ 
does not give know ledge of said first ke\ ot said second ke\ ,_ and '*( ^ ) know ledge of said 
lust kt-\ and said updated fitot ke\ does not p\c am knowledge of said second kex/ as 
speetikalh claimed b\ applicant 

hi paificulni, sirnpls disclosing the texokmg of a public kev if the matching 
pm.ite ke\ is compromised encrx pung data and establishing a base kev known oniv to a 
metnbc! and an enrolling manage! as well a» the use oi pi t-dhti shitted information to 
compute a new key as in Baletison does not suggest and especially does not use to the 
level of speciilutv of, applicant's claim lang iage namels that "know ledge of said 



updated first ke\ dees not gi\e knowledge of said fust kes or -.aid second 

^ know ledge oi said fust ke\ and said updated lust kc\ does not gi\c am 

knowledge of said second ke\ ' (emphasis added), as claimed 

!u theOjike \etson mailed 12 1" 2CK*7 the Fvnmnet lias uted /ru'\ 
//M/f /('j/t'/'/s //><. i { S frfitrfhtiif'hit Inttk < 'omm/^sio'i and has araued that [t]hv 
bxamiuci hasafloided the [almerucutioned] limitation \et> little patentable weight since 
wheiein clause.-* m method claims ate not gi\en weiviht v. hen the\ simple exptess tht 
intended icsnlt of a ptocess step posimeh teeited AddmonalK the T xammet lias cttcd 
M'fitou \ \jh >w t^(Khittot! of S L c iii we\ }h\ik}\, /m and has argued that |i]n dus 
case the therein clause mereh exptcsses properties that Jesuit tmm the determining 
step and that t!ie ptopemes (ii-.vlo-.ed m the whs. tern clause do not ptoude am 
mrounatkm ict>atdmt> the mechanics ot how the detei mining step is executed 

Applicant le^pecttuils di^agiees \pahcaut te^pectfuHs a-seits that when taken 
in context applicant claims that "said detetmmmg fan update d lust ke\ ] u-.es a function 
has ing the lollow mg piopettse.? to dttammi the updated kc> ( 1 ) know ledge ol said 
updated fir^i kc^ does not gnc knowledge ol said fust ke\ oi said second ke\ (2) 
knowledge of said hist ke^ does not gi\e am knowledge of -visd updated tu >t kc\ and 
{}) know ledge ol ->aid fust ke\ and s,nd updated Inst kev docs not gn c anv know ledge oi 
said second key'" (see Claim I -emphasis added ), and "said key server using a function 
having the following properties to determine the updated key: { 1 ) know ledge of said 
updated first key does not give knowledge of said first key or said second key, (2) 
knowledge of said first key does not give any knowledge of said updated first key, and 
(3) knowledge of said first key and said updated fust key does not give any knowledge of 
said second key 1 '' (see Claim 43-emphasis added), which clearly do not simply "express 
properties that result from the determining step" {emphasis added), as suggested by the 
Examiner. 

Additionally, in the Office Action mailed 1 2/1 7/2007. the Examiner has argued 
that "the Applicant never stales that the pioperties are not for the collusion resistance and 
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mcich aigues that the lefeienee is nut as specific as the claim language 1 1 he 1 \ammei 
has iuithei atguul that 1 [t]hk-> amounts to j geneial allegation that the claims define a 
patentable nn union \%jthout speuftcalls ponttnu out him the language of the claims 
patentabfv distinguishes than fiom the lefetenecs, espeeialh --mce the applicant oc\ei 
sa\s that da. piopeittes ate not foi collusion resistance 

\ppheant jespecuulh dtsagtees and again a* set is that i«t at least the seasons 
noted abme Baienson does not suggest and espeuaih docs not n ^e to the level »f 
specificity of applicant's dann kmguage nameh that "kno\% ledge of said updated first 
ke\ does not gs\e knowledge of satd fust ke\ or said second ke\ and know ledge of 
said fjibi kc\ and said updated fust ke\ doeo not give an\ know ledge of satd seeond kc\ ' 
(emphasis added), as specifically claimed. 

Applicant further notes that the prior art is also deficient with respect to the 
dependent claims. For example, whh respect to dependent Claims 14 and 15 et aL the 
Examiner has relied on Page 1 1 5, Figure 29 to make a prior art showing of applicant's 
claimed technique "wherein only said second user is evicted" (see Claim .14 et aL) and 
'"wherein said second user and one or more other users in said set of users are evicted" 
(see Claim 15 et al). 

\pphcuut iespectr'ulh notes that the abo\e tefeience excerpt i el fed on h\ the 
txarnmei merely disclose^ the "Blinded ancesttal sibling nodes of a (\1 ' How e\ er 
utmheie m the aboxe relet eik.e caeipt is a technique taught 'whet em only said seioud 
use; is c\ icted " (see Claim 1 4 ct al emphasis added } oi "\% heron said second usot and 
one oi mote othei useu-> m said ->et of uscts ate e\ icted ' (see Claim 14 et al - emphasis 
added), as claimed by applicant. 

Additionally., with respect to dependent Claim .18 et al.. the Examiner has relied 
on Page 10, Figure 2 to make a prior art showing of applicant's claimed technique 
''wherein said updated first key is equal to Ft first key. second key), wherein R) is a one- 
way function/' 
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Applicant lespeeuulh notes that the abo\e iefeienee exeeipt ichcd on in the 
hamuli meidv disclose^ j.i] one-\sa\ function tiee im establishing a ^iuup kev foi S> 
membeis Howevei metcH chodooing a one-v\a\ function tiee tot establishing a gioup 
kc\ docs not teach a technique 1 \\ herein said updated Usst ke\ is equal t« 1 (fust key 
second ke> ) wheictn 1 I J u-> a one-w a\ functi m t emphasis added) as speCifscalK 
claimed bv applicant 

\dditiOiiaih n ith icspect to dependent Claims \ 0 and dS the E \ammei has 
i el ted on Page 10 huuie 2 to make a puoj a.t .-.how my of applicant s claimed technique 
1 whetem said dcicnmntng uses otib said fit<-t ke\ and said second ke\* <stc the same oi 
sinuku but not ueces?,arih identical language tn the aforementioned claim*) \loie 
specifiealh the L\ammer ha^ argued that ' tunais tiees onl\ account fot tv. o child 
nodes," 

\ppl icant disagtees and again icspecttulK notes that the abo\e leleicuce exceipt 
ichcd on In the iXanunei meieh discloses 1 ial one-vun function tiee foi establishing a 
guuip ke\ tot S niLinbois " fku\e\ei meieh disclosing a one-\\a\ function tiee ioi 
establishing a gioup ke\ docs not teach a technique wherein said deteimmmg [an 
updated tlist kes] uses onh ,->aid fust ke\ and said second ke> " (emphasis added), in the 
context specifically claimed bv applicant (see independent claims for context) 

\ jiithenuore with tesped to dependent (Mann 42 applicant iespectfulk points 
out that the t \aminu ha° faded to pi nude a specific piun an [ejection of applicant s 
churned technique '^xheiein ^aid snbgtoup is a seli-tepatnng gionp, eatli membci of said 
snbgtoup capable oi independently updating said fust kev whete said seif-repautny uses 
a leusable pouei set said leasable powet ^et using a povet set of said members as a 
basis Jot gioup ke\ updates and including 2 V sets, wheie N includes the numbd of said 
membeis * Ihus a notice of allowance ot specific pi ioi art -M-towing of each of the 
fotegoing claim elements m combination with the Temaimng claimed featuies is 
respectfully requested. 
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